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Data Protection Policy and Privacy Notices 
 
  SCHOOL VISION AND VALUES 
 The values adopted by Humphry Davy School include ‘nurturing a friendly, caring, safe and 

secure atmosphere, where fair and firm boundaries promote self-discipline and a 
responsible attitude towards people and property’. In addition, as a member of a 
cooperative trust, the school promotes ethical values of honesty, openness, social 
responsibility and caring for others.  

  The Governing Body has adopted this policy in line with these values, to ensure the school’s 
compliance with legal and moral obligations relating to the use and security of data, and 
to demonstrate that efficient and effective procedures provide for its implementation.   

 
1.0 Introduction 
1.1 Humphry Davy School recognises its legal and moral obligations in how it handles the data 

it holds as well as the rights of those whose data we hold. This policy applies to all personal 
data (both physical and electronic) processed by Humphry Davy and is designed to ensure 
that all usage is fair and legal. The Governing Body of the school has overall responsibility 
for ensuring that records are maintained, including security and access arrangements, in 
accordance with Education Regulations and all other statutory provisions. 
 

Policy Statements 
1.2 The Headteacher and Governors of the school will comply fully with the requirements and 

principles of the Data Protection Act 2018 (DPA 2018) and General Data Protection 
Regulation (GDPR). This policy applies to all staff, external organisations and other 
individuals engaged to work on the school’s behalf and involved with the collection, 
processing and disclosure of personal data. Failure to follow this policy in full may result in 
disciplinary action. 

 
1.3 Humphry Davy School processes personal data relating to pupils, parents, staff, our 

Governing Body and visitors, and are therefore defined as a Data Controller. As a Data 
Controller we are registered with the Information Commissioner’s Office (ICO) for the 
purposes of processing personal data. 
 

1.4 Staff are responsible for upholding this policy including: 

 collecting, storing and processing data in accordance with this policy. 

 informing the school of any changes to their personal data. 

 contacting the Data Protection Team or Data Protection (DPO) if they: 
o have any questions about the operation of this policy, data protection law, 

retaining personal data or keeping personal data secure. 
o have any concerns that this policy is not being followed. 
o are unsure whether or not they have a lawful basis to use personal data in a 

particular way. 
o need to rely on or capture consent, draft a privacy notice, deal with data 

protection rights invoked by an individual, or transfer personal data outside 
the European Economic Area. 

o feel there has been a data breach. 
o are engaging in a new activity that may affect the privacy rights of 

individuals. 
o need help with any contracts or sharing personal data with third parties. 

 
2.0 Enquiries 
2.1 Information about the implementation of this policy is available from the Data Protection 

Team refer to section 2.4 for contact details. General information about the Data Protection 
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Act can be obtained from the Information Commissioner (Information Line 0303 123 1113, 
website https://ico.org.uk). 
 

2.2 The DPO is the first point of contact for data protection incidents with the ICO. The DPO is 
responsible for overseeing the implementation of this policy, monitors compliance with data 
protection laws and is responsible for developing and publishing related policies and 
guidelines. 
 
The school’s DPO is outsourced under SLA to iCT4 to avoid any conflict of interest, as 
required by the DPA (2018) and the GDPR.   The DPO is Glyn Pascoe and is contactable 
via dpo@ict4.co.uk 
 

2.3 The Headteacher acts as the representative of the Data Controller and can delegate this 
responsibility to the Data Protection Team. 
 

2.4 The Data Protection Team work with the DPO on Data Protection Incidents and issues where 
required.  The Data Protection Team is the first point of contact for individuals whose data 
the school processes.  
 
The school’s Data Protection Team is: 
 

Data Protection Representative Gareth Armstrong (Deputy Head)  

Deputy Data Protection Representative Jaysan Bunoomally (Director of Operations) 

 

Team email: Dataprotection@humphry-davy.cornwall.sch.uk  

 
 

3.0  Fair Obtaining and Processing 
Humphry Davy School commits to the GDPR principles, that personal data must be: 

 processed lawfully, fairly and in a transparent manner. 

 collected for specified, explicit and legitimate purposes. 

 adequate, relevant and limited to what is necessary to fulfil the purposes for which 
it is processed. 

 accurate and kept up to date where necessary. 

 kept for no longer than is necessary for the purpose for which it is being processed. 

 processed in a way that ensures it is appropriately secure. 
 

3.1 Humphry Davy School undertakes to obtain and process data fairly and lawfully by 
informing all data subjects of the reasons for data collection, the purposes for which the 
data are held, the likely recipients of the data and the data subjects’ right of access. 
Information about the use of personal data is printed on the appropriate data collection 
form. If details are given verbally, the person collecting the information will explain the 
issues before obtaining the information. 

3.1.1 ‘Data subject’ means an identifiable natural person who can be identified, 
directly or indirectly. 

3.1.2 ‘Personal data’ means data which relates to an identified or identifiable 
natural person. 

3.1.3 ‘Parent’ has the meaning given in the Education Act 1996, and includes any 
person having parental responsibility or care of a child. 
 

3.2 By law, there are six legal reasons to process personal data. We will only process personal 
data under these lawful bases: 

  To fulfil a contract 

  To comply with a legal obligation 

  To protect the vital interests of an individual 

  To perform a task in the public interest 

  To act in the legitimate interest of the organisation 

https://ico.org.uk/
mailto:dpo@ict4.co.uk
mailto:Dataprotection@humphry-davy.cornwall.sch.uk
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  Where an individual has freely given clear consent 
 
3.3 In addition to the above, some of the data we collect is classified as meeting one or more 

of the special categories’ conditions set out in the GDPR and the Data Protection Act 2018. 
 

3.4 Online services offered to students (such as apps used in the classroom, virtual learning 
environments etc.) are covered by the above legal reasons where the school acts as the 
intermediary. However, where consent is required for an Information Society Service (ISS), 
it will be obtained from the students or the parents on a case-by-case basis and recorded. 

 
4.0 Registered Purposes 
  The Data Protection Register entries for the school are available for inspection, by 

appointment, at the school office. Explanation of any codes and categories entered is 
available from the office. 

 
5.0 Data Integrity 
  Data is only collected for specified, explicit, legitimate reasons. These reasons will be 

communicated to the data subject when their data is collected. Should the school wish to use 
the data for a reason other than that originally given, the school will inform the data subject, 
requesting consent where necessary. The school undertakes to ensure data integrity by the 
following methods. 

 
5.1 Data Accuracy 

5.1.1 Data held will be as accurate and up to date as is reasonably possible. If a 
data subject informs the school of a change of circumstances their computer 
record will be updated as soon as is practicable.  

5.1.2 Where a data subject challenges the accuracy of their data, the school will 
mark the record as potentially inaccurate, or ‘challenged’. In the case of any 
dispute, we shall try to resolve the issue informally, but if this proves impossible, 
disputes will be referred to the Governing Body for their judgement. If the 
problem cannot be resolved at this stage, either side may seek independent 
arbitration. Until resolved, the ‘challenged’ marker will remain and all 
disclosures of the affected information will contain both versions of the 
information. 

 
5.2 Data Adequacy and Relevance 

Data held about people will be adequate, relevant and not excessive in relation to the 
purpose for which the data is being held. In order to ensure compliance with this principle, 
the school will check records regularly for missing, irrelevant or seemingly excessive 
information and may contact data subjects to verify certain items of data. 
 

5.3 Data Retention 
Data held about individuals will not be kept for longer than necessary for the purposes 
registered. It is the duty of the Data Protection Representative to ensure that obsolete data 
is properly erased. This will be performed in accordance with the latest published version 
of the Information and Records Management Society’s Toolkit for Schools (available at  
https://irms.org.uk/page/SchoolsToolkit) 

 
5.4 Data Destruction and Disposal of Records 

Data that is no longer required will be disposed of securely, for example paper-based 
records will be shredded or incinerated either by the school or a third-party engaged on 
the school’s behalf subject to sufficient guarantees that they comply with data protection 
laws. Electronic files will be suitably erased, and waste IT hardware securely disposed of 
by a qualified recycler that provides a certificate of destruction. 

  
6.0 Data Requests and Data Subject Rights (EPIR, RARE, etc.) 
6.1 The Data Protection Act extends, to all data subjects, a right of access to their own personal 

data. This may include: 

https://irms.org.uk/page/SchoolsToolkit
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 A statement confirming whether their data is being processed 

 A copy of the data held about them 

 An outline of the purposes given for holding/processing the data 

 The categories of the data held 

 Confirmation of whom the data has been shared with, or may be shared with in the 
future 

 The criteria given for governing how long the data is held for 

 The source of the data if gathered from a source other than the data subject 

 Whether any automated decision-making has been applied to the data and the 
consequences that this might have for the individual  

 
Procedures: 
6.2 In order to ensure that people receive only information about themselves it is essential that 

a formal system of requests is in place. A subject access request will ideally be submitted in 
writing, either by letter or email addressed to the Data Protection Team (or a member of), 
containing: 

 The name of the individual making the request 

 The name of the data subject you are requesting the data for, if not yourself 

 If requesting data relating to a student, confirmation that you hold parental 
responsibility or legal authority to do so (evidence will be required) 

 A correspondence address 

 Contact telephone number and email address 

 Details of the information being requested 
 
  Where a subject access request is received by any other member of staff, it should 

immediately be forwarded to the Data Protection Representative. 
  
6.3 Regardless of age, a child’s personal data belongs to them and not their parents or careers 

and consent to submit a subject access request must be gained. However, children aged 12 
years and under are considered not mature enough to fully understand the implications and 
concepts of a subject access request. The pupil’s ability to understand their rights will be 
judged by the school on a case-by-case basis prior to proceeding with the subject access 
request. 
 

6.4 Where a request is received from a student, the school’s policy is that: 

 Requests from students will be processed as any other subject access request as 
outlined below and the copy will be given directly to the student, unless it is clear 
that the student does not understand the nature of the request. 

 Requests from students who do not appear to understand the nature of the request 
will be referred to their parents. 

 Requests from parents in respect of their own child may be processed as a request 
under their rights in The Education (Pupil Information) (England) Regulations 2005 to 
access the education record of their child. 

 Requests made on behalf of the data subject (the child) will be treated in the same 
way as a Subject Access Request  

 Records will be made available for collection (with suitable identification) or will be 
sent via secure post to the requesting parent using the address officially registered 
in our management information system, SIMS. 

 Records may also be disclosed electronically using secure encrypted email to an 
email address which has been verified subsequent to a request 

 
6.5 In addition to making a subject access request and being provided with information on how 

the collected data will be used and processed, individuals have the right to: 

 withdraw consent to processing at any time. 

 ask to rectify, delete or restrict processing of their personal data or object to its 
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processing (in certain circumstances). 

 prevent the use of personal data for direct marketing purposes. 

 challenge the definition of ‘public interest’ as a basis for processing data. 

 request a copy of an agreement where data is transferred outside the European 
Economic Area (EEA). 

 object to any decisions based purely on automated decision-making (by computer 
systems). 

 prevent further processing that may cause damage or distress. 

 be notified should a data breach occur (in certain circumstances). 

 file a complaint with the ICO. 

 ask for their personal data to be transferred to a third party in a structured, 
commonly used and machine-readable format (in certain circumstances). 
 

6.6 The school will adhere to the ICO’s Subject Access Request Code of Practice, available on 
the ICO’s website (or here if you are viewing an electronic version of this document). 

 
 
7.0 Processing and Responding to Subject Access Requests 
7.1 Requests for access will ideally be made in writing , using the provided form (see Appendix 

1), but can be made by a variety of methods such as verbally or by email; these should be 
followed up by requesting that the standard form is completed. Subject Access Request 
Forms are available from the Headteacher’s PA, the Data Protection Team or school website.  

 
7.2 Completed Subject Access Request Forms should be submitted to the Data Protection Team. 

Provided that there is sufficient information to process the request, an entry will be made in 
the Subject Access Request Log, showing the date of receipt, the data subject’s name, the 
name and address of requester (if different), the type of data required (e.g. Student 
Record, Personnel Record), and the planned date of supplying the information (in line with 
whichever regulation the data are being released under). Should more information be 
required to establish either the identity of the data subject (or agent) or the type of data 
requested, the date of entry in the log will be the date on which sufficient information has 
been provided. The Data Protection Team will process any official requests for information 
made under such schemes. 

 
7.3 In responding to a request, the school will ask the individual to provide suitable identification 

in person (excluding students); 

 Birth certificate 

 Driving licence 

 Passport 
   And recent proof of address (within the past 3 months)  . 

 Utility bill 

 Bank statement 

 Benefits agency correspondence 
  If requesting CCTV, a recent facial photograph of the subject in question will be required. 

 We will normally make no charge for providing the information, however, if a fee is likely, 
a letter will be sent to the requester outlining this fee before any further work is undertaken. 
 
In addition, the school may request an extension of up to a total of 3 months where the 
request is complex in nature, informing the individual of why an extension is required. If this 
is applicable the school will inform the individual within 1 month and explain why the 
extension is necessary. 

 
7.4 The request may not include specific information or be granted in the following 

circumstances: 

 Records relating to child protection  

 Information which if disclosed may cause serious harm to the physical or 

https://ico.org.uk/media/for-organisations/documents/2259722/subject-access-code-of-practice.pdf
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mental health of the pupil or another individual 

 Cases where the disclosure would reveal a child is at risk of abuse 

 Information contained in adoption or parental order records 

 Information given to a Court in proceedings under the Magistrates Courts 
(children’s and young persons) Rules 1992. 

 Copies of examination scripts  

 Information which would fall under Data Protection (Subject Access 
Modification) (Social Work) Order 2000 (SI2000/415) 

 Examination marks before they are officially released. 

 Third party information (information either about another individual or 
that has been provided by another organisation, for example the Police, 
Health Care professional, another school or another individual.) 

 
7.5 A reasonable fee may be charged where a request is considered excessive or unfounded 

and we may refuse to action it. A request is considered excessive and/or unfounded where 
it contains a repeat of information already supplied. 

 
7.6 Where a request is refused, we will explain the grounds for refusal and advise the person 

making the subject access request that they have the right to submit a complaint to the ICO. 
In the case of any written request from a parent regarding their own child’s Education 
Record, access to the record will be provided within 15 school days in accordance with the 
current Education (Pupil Information) Regulations. 

 
8.0 Sharing of Personal Data 
8.1 Data may be shared with third parties where: 

 The safety of staff or students is at risk 

 There is a need to liaise with other agencies 

 The third party is a supplier or contractor engaged on behalf of the school to deliver 
a service. To ensure compliance, the school will: 
o agree a ‘data processing or sharing agreement’ with the third party. 
o seek to appoint contractors who can confirm that they process data in line with 

data protection law. 
o share only the data that the third party needs to carry out their service. 

 
8.2 Data will also be shared with law enforcement, regulatory and government bodies where 

legal to do so, for the following reasons: 

 To aid prevention or detection of a crime 

 To assist with the prosecution of offenders 

 In association with the HMRC for the collection of tax 

 In connection with any other legal proceedings 

 To comply with the school’s safeguarding obligations 

 For research or statistical purposes, either as anonymised data or where consent has 
been provided 

 
8.3 In an emergency situation, personal data may automatically be shared with emergency 

services and/or related authorities in order to aid them in responding. 
 

8.4 Where data is transferred to a territory outside of the European Economic Area, it will be 
dealt with in accordance with data protection law in the UK. 
 

8.5 There may be occasions of unavoidable disclosures, for example to an engineer during 
maintenance of the IT systems. In such circumstances the engineer would be required to sign 
agreeing not to disclose the data outside the school.  
 

8.6 External disclosures of personal data must be authorised by the Data Protection Team.  
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8.7 Data used within the school by administrative staff, teachers and welfare officers will only 
be made available where the person requesting the information is a professional 
legitimately working within the school who needs to know the information in order to do their 
work. 
 

9.0 Data Breaches 
As a responsible organisation, we will make reasonable endeavours to avoid a data breach. 
Should a data breach take place, the following process will be followed. 
 

9.1 Recognising and Reporting a Breach 
9.1.1 When a data breach is suspected to have occurred the staff member should 

immediately notify the Data Protection Team who will, if necessary, notify the 
DPO. 

9.1.2 The Data Protection Team will immediately carry out their own initial 
investigation in order to assess whether the incident should be passed to the 
DPO (and if so, will be prepared with as much pertinent information and data 
to support their investigation).  This takes precedence and must happen 
immediately due to the regulatory timeframe of 72 hours within which the DPO 
may need to carry out their own investigation and decide whether to notify 
the ICO.   

9.1.3 The DPO should investigate to identify whether there is reasonable likelihood 
that a breach has occurred, considering whether personal data has been 
accidentally or unlawfully: 

 stolen, 

 lost, 

 destroyed, 

 amended with approval, 

 disclosed or made available to a third party or the public without 
approval. 

9.1.4 The ICO states the DPO must operate independently, and is given the required 
support and resources to carry out their role, and must not be penalised for 
performing their tasks. 

9.1.5 The DPO or Data Protection Team will alert the Headteacher and Chair of 
Governors. 

9.1.6 The DPO with the Data Protection Team will take all reasonable actions to 
contain and reduce the impact of the breach. 

9.1.7 The DPO will assess the potential consequences of the breach and their likely 
impact. 

9.1.8 The DPO will consider whether the ICO should be notified of the breach, based 
on whether it is likely to cause any material or non-material damage, or 
negatively affect a person’s rights and freedoms, through: 

 identity theft, 

 fraud, 

 financial loss or significant economic disadvantage, 

 damage to reputation, 

 loss of confidentiality, 

 discrimination, 

 loss of control over their personal data. 
9.1.9 If the decision is taken to notify the ICO, this will be completed by the DPO 

within 72 hours, outlining: 

 the contact details of the DPO; 

 a description of the breach, including: 
o approximate numbers of the individuals affected, 
o approximate numbers of personal data records included in the 

breach, 
o likely consequences; 
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 details of the actions taken/to be taken to deal with the breach and 
mitigate the impact on the affected individuals. 

Should any of the above details not be fully know, the report will be as 
complete as can be reasonably expected and contain a target date for when 
the information will be collated together with the reasons for the delay. 

9.1.10 For breaches where the projected impact is considered to be high, the DPO 
will arrange to communicate with the individuals affected, setting out: 

 the contact details of the DPO, 

 an overview of the breach and the likely consequences to the individual, 

 details of the efforts already made to mitigate the impact of the breach 
and their potential effects on the individuals affected. 

9.1.10.1 The DPO will liaise with and notify any relevant third parties – e.g. 
insurers, financial institutions etc. 

9.1.10.2 The Data Protection Team or DPO will document the breach fully, 
regardless of whether the breach is declared to the ICO, including: 

 a statement of the facts surrounding the breach; 

 likely cause; 

 likely effects on the individuals concerned; 

 actions, both those already taken and suggested actions for 
the future to avoid it happening again. 

9.1.10.3 The Data Protection Team or DPO should meet with the 
Headteacher to discuss how to avoid a re-occurrence. 
 

9.2 Actions Taken to Minimise the Impact of a Breach 
The following actions will be carried out to minimise the impact of a breach and mitigate 
against possible effects on affected individuals. 

9.2.1 If sensitive information is made available via email, the sender should attempt 
to recall the email as soon as they are aware of the breach taking place. 

9.2.2 Anyone receiving an email in error containing personal data must inform the 
sender and the Data Protection Team. 

9.2.3 If attempts to recall the email are unsuccessful (either by the sender or by their 
IT support partner on their behalf), the Data Protection Team or DPO should 
contact the recipient of the email requesting that they delete it immediately 
without saving or sharing it further, requesting they confirm in writing that this 
has been completed. 

9.2.4 The Data Protection Team or DPO shall make reasonable checks (e.g. 
performing an internet search) to ensure that the data has not been made 
public, contacting the persons responsible for any websites where the data is 
made available with an immediate request to take it down and delete it. 

 
10.0 Data and Computer Security 
  Humphry Davy School undertakes to ensure security of personal data. 
 
10.1 Physical Security 

Appropriate building security measures are in place, such as alarms, window bars, 
deadlocks and computer hardware cable locks. Only authorised persons are allowed in the 
server room. Disks, tapes and printouts are locked away securely when not in use. Visitors 
to the school are required to sign in and out, to wear identification badges whilst in the 
school and are, where appropriate, accompanied. Any printed materials no longer required 
should be disposed of in clearly marked ‘Confidential Waste’ locations around the school – 
not disposed of in normal waste bins or recycling collection boxes. 

 
10.2 Logical Security 

 Staff issued Laptops and portable devices are secured with suitable encryption. 

 Security systems are installed on all computers containing personal data.  

 Only authorised users are allowed access to the computer files.  

 Secure remote access to files is offered through schools systems such as VPN and 
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Foldr, this negates the need for high-risk removable devices such as portable hard 
drives and USB drives thus ensuring confidentiality, integrity and accessibility of 
data. 

 Only encrypted USB drives that are issued by HDS IT Staff are to be used, 
exceptions can be made (in advance with HDS IT Staff) for certain situations as guest 
presenters or digital cameras. 

 Computer files are backed up (i.e. security copies are taken) regularly, where they 
are properly stored on the school’s servers, fireproof safes and secure cloud backup. 

 
10.3 Procedural Security 

10.3.1 In order to be given authorised access to the computer, staff will sign an 
Acceptable Use Agreement (AUA). All staff are made aware of data 
protection obligations and their knowledge updated as necessary.  

10.3.2 When confidential or sensitive data must be sent via email to external email 
addresses, the school’s encrypted systems must be used (Egress or Encrypted 
365 Mail). 

10.3.3 Governors will use secure (HDS) email addresses when it is necessary to access 
or share personal data.  This is defined as anything which is about an 
identifiable (alive) person that is involved with HDS (staff, student, parent, 
volunteer, contractor, etc.). 

10.3.4 Staff should not use their personal email addresses or Cloud storage to store 
school data; only systems issued by the school or authorised by the Director of 
Operations should be used, as they have been vetted and agreements are in 
place relating to data sharing and security.  

10.3.5 Others working in or acting on behalf of the school should not use their personal 
email addresses or Cloud storage to store school data; only systems issued by 
the school or authorised by Director of Operations should be used. 

10.3.6 Staff will ensure that they do not leave computers unlocked and unattended 
by locking the computer (Win+L), and screensavers will initiate after a pre-
determined period of inactivity. 

10.3.7 When printing sensitive data, staff will only print directly to a printer locally 
attached or in the same office, or to the secure, PIN release queues. No prints 
or copies containing sensitive data are to be left awaiting collection on a 
printer.  

10.3.8 Any provider of software or services will be required to undergo a technical 
assessment (which is reviewed and authorised by the Director of Operations) 
to ascertain the level and frequency of access to our data and their security 
arrangements before any order is placed or any agreement entered into. 

10.3.9 Any queries or concerns about security of data in the school should in the first 
instance be referred to the Data Protection Team. 

10.3.10 Individual members of staff can be personally liable in law under the terms of 
the Data Protection Act. They may also be subject to claims for damages from 
persons who believe that they have been harmed as a result of inaccuracy, 
unauthorised use or disclosure of their data. A deliberate breach of this Data 
Protection Policy will be treated as a disciplinary matter, and serious breaches 
could lead to dismissal. 
 

11.0 CCTV 
CCTV is in use around the school site to ensure the safety of the site, staff and pupils. The 
ICO code of practice states that we must operate within their guidelines for the use of CCTV. 
Please note that we do no need to seek individuals’ permission to use CCTV but we will 
make available appropriate, prominent signage where recording is taking place. 
 
11.1  HDS will adhere to the ICO’s CCTV Code of Practice which is available on the ICO’s 

website or here if you are viewing an electronic version of this document. 
11.2 HDS will adhere to the Surveillance Camera Commissioner’s Code of Practice, which 

is available on the Gov.Uk website or  here if you are viewing an electronic version 
of this document. 

https://ico.org.uk/media/1542/cctv-code-of-practice.pdf
https://ico.org.uk/media/1542/cctv-code-of-practice.pdf
https://www.gov.uk/government/publications/surveillance-camera-code-of-practice
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11.3 New cameras will be subject to a Data Protection Impact Assessment (DPIA) as 
required by the codes of practice and Article 35 of the GDPR in order to assess 
whether surveillance is necessary and proportionate in achieving the desired goal. 

 
12.0 Evaluation and Review 
12.1 This policy will be reviewed as it is deemed appropriate, but no less frequently than every 

4 years in order to keep it in line with relevant legislation. The policy review will be 
undertaken by the Headteacher or nominated representative.  
 

12.2 The school will review and evaluate the impact of the policy, taking into account feedback 
from the school community and stakeholders. 
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Appendix 1 

Data Request Form 
Data Protection Act 2018 / The Education 
(Pupil Information) (England) Regulations 
2005 

         

 
Enquirer’s Surname …………………………………………………………….…………… 
 
Enquirer’s Forename(s) ………………………………………………………………………….  
 
Enquirer’s Email Address …………………………………………………………………………. 
 
Enquirer’s Address …………………………………………………………………………. 
 
………………………………………………………………………………………………..…… 
 
…………………………………………………………………………………………………….. 
 
Enquirer’s Postcode ………………………………Telephone Number …………………………… 
 
Are you the person who is the subject of the records you are enquiring about? (i.e. the ‘data subject’)? 

YES / NO 
 
If NO, do you have parental responsibility or legal authority to request for a child who is the ‘data 
subject’ of the records you are enquiring about? 
 

YES / NO 
 
If YES, give the name of the person about whose personal data records you are enquiring 
 
……………………………………………………………………..…………………………… 
 
Description of Concern / Area of Concern 
 
…………………………………………………………………………………………………… 
 
…………………………………………………………………………………………………… 
 
…………………………………………………………………………………………………… 
 
Description of Information or Topic(s) Requested (In your own words) 
 
…………………………………………………………………………………………………… 
 
…………………………………………………………………………………………………… 
 
…………………………………………………………………………………………………… 
 
Additional Information 
 
…………………………………………………………………………………………………… 
 
…………………………………………………………………………………………………… 
 
…………………………………………………………………………………………………… 
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Please despatch to: (if different from enquirer’s details as stated on this form) 
 
Full Name  ………………………………………………………………………………… 
 
Address  ………………………………………………………………………………… 
 
………………………………………………………………………………………………….… 
 
……………………………………………………………Postcode ……………………….……  
 
Data subject declaration 
 
I request that the school search its records based on the information supplied above under the Data 
Protection Act 2018 or The Education (Pupil Information) (England) Regulations 2005 and provide the 
data found from the information described in the details outlined above relating to me (or my 
child/children) being processed by the school. I agree that the reply period will commence when I have 
supplied sufficient information to enable the school to perform the search. I consent to the reply being 
disclosed and will collect in-person (with suitable identification) or by secure post to my recorded 
address. 
 
Signature of ‘data subject’ (or subject’s parent)  …………………………………….……  
 
Name of ‘data subject’ (or subject’s parent) (PRINT)…………………………………………. 
 
Dated …………………………………………. 
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Appendix 2 
 

Humphry Davy School Privacy Notice 

(How we use pupil information) 

The categories of pupil information that we collect, hold and share 
include: 

 Personal information (such as name, unique pupil number and address) 

 Characteristics (such as ethnicity, language, nationality, country of birth and free school 
meal eligibility) 

 Attendance information (such as sessions attended, number of absences and absence 
reasons) 

 Assessment information  

 Education / School history 

 Siblings and parent/carer details 

 Relevant medical information 

 Special educational needs information 

 Exclusions, sanctions and behavioural information 

 Post 16 learning information (and tracking) 

 Destinations of those students who leave before the normal leaving age, or mid-year 

 Safeguarding information 

 Details of any support received, including care packages, plans and support providers 

 CCTV  

 Financial data 

 Photos, video and audio information 

 

We also process special categories of personal data that in some cases include: 

 Race 

 Ethnic origin 

 Religion 

 Health (including physical and mental health) 

 Sexual orientation  

Why we collect and use this information 

We use the pupil data: 
 

to support pupil learning 

 to monitor and report on pupil progress 

 to assess and grade student work 

 to administer transfers and admissions 

 to provide appropriate pastoral care and wellbeing services 

 to maintain financial records 

 to assess the quality and performance of our services 

 to safeguard pupils 

 to comply with the law regarding data sharing 
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 to fulfil our statutory obligations (i.e. Health & Safety, School Census, Safeguarding, 

“Prevent” duty, etc.) 

 to evidence work for exam boards 

 to administer clubs, trips and visits 

 to recognise, reward and celebrate student achievements 

 to carry out and facilitate academic research 

 to carry out statistical analysis  

 to maintain an archive in the public interest  

 to maintain home/school communication 

 to carry out publicity and marketing related activities 

 to facilitate and administer alumni communications 

 to provision and maintain IT systems that are used in the above activities 

 

The lawful basis on which we use this information 

We collect and use pupil information under specific conditions where the relevant laws and 

regulations allow us to.  The lawful bases we rely on to commonly process your data, as per 

Article 6 of the EU General Data Protection Regulation (GDPR), are: 

Most commonly, we process it where: 

• We need to comply with a legal obligation 

• We need it to perform a Public task 

 

Less commonly, we may also process personal data in situations where: 

 

 We have obtained consent to use it in a certain way 

 We need it to fulfil a contractual obligation 

 We need to protect the individual’s vital interests (or someone else’s interests) 

 

We are not required to obtain or rely on consent for a number of data collection and processing 

activities, however, where we have obtained consent to use data, this consent can be withdrawn 

at any time. We will make this clear when we ask for consent, and explain how consent can be 

withdrawn.   

Some of the reasons listed above for collecting and using personal data overlap, and there may 

be several grounds which justify our use of this data. 

You have the right to withdraw consent, where given, or object to direct marketing or fundraising 

communications. However, the School will retain some of your details in order to ensure that no 

more communications are sent to you. 

Special category data (GDPR Article 9), processing is deemed necessary on the following 

bases: 

• For the purposes of carrying out the obligations and exercising specific rights of the controller 

or of the data subject 

• To protect the vital interests of the data subject or of another natural person  

• Where the data subject has given explicit consent to the processing of those data for one or 

more  specified purposes (as specified at the time consent is sought 

• for reasons of substantial public interest 
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Collecting pupil information 

Whilst the majority of pupil information you provide to us is mandatory, some of it is provided to 

us on a voluntary basis. In order to comply with the General Data Protection Regulation, we will 

inform you whether you are required to provide certain pupil information to us or if you have a 

choice in this.  

Storing pupil data 

We hold pupil data for the times specified in the retention schedule (pages 37 – 56) from the 

Information and Records Management Society’s toolkit for schools (available at 

https://irms.org.uk/page/SchoolsToolkit ) 

Who we share pupil information with 

We routinely share pupil information with the list below. We only share the minimal data 
required for the service to be provided and suppliers go through a vetting process in order to be 
cleared for processing data for a specified purpose: 
 

 Education institutions the pupil’s attend after leaving us (i.e. Colleges) 

 our local authority (Cornwall Council) 

 the Department for Education (DfE)  

 Vetted cloud service providers  

o Show my homework (Satchel) 

o EPraise 

o 4Matrix 

o FFT Aspire / Aspire Data Exchange 

o Nationwide Retail Systems (Cashless Catering) 

o Parentmail+Pay 

o Groupcall (Data exchange and provisioning)  

o Wonde (Data exchange and provisioning) 

o RM 

o Hegarty Maths 

o Doddle 

o Rennaisance Learning 

o Micro Librarian/Eclipse 

o Kerboodle 

o Vocab Express 

o MyMaths 

o Mint Class 

o Kudos 

o Tootoot 

o Motional 

o PIXL 

o Redstor 

o Salamander 

o Seneca 

o Sisra 

o Speakers for Schools 

o TASC Insight 

o Tassomai 

o Edenred 

https://irms.org.uk/page/SchoolsToolkit
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o Wonde Vouchers 

o Senso  

o MyConcern 

o Lighspeed Relay Filtering 

o JCQ 

o Microsoft 365 Suite 

o Apple 

o Jamf 

o Papercut 

o Meraki 

o Compass+ 

o Duke of Edinburgh Award 

o BSMS Virtual Work Experience 

 School Nurse 

 NHS 

 Public Health England 

 Governmental and other statutory bodies with a valid legal basis (such as Public 

Interest) 

 Regulatory bodies 

 Careers South West and contracted Careers services 

 Exam bodies and Moderators 

 VEEAM Backup providers 

 Redstor cloud 

 Team Around the Child (TAC) & Multi-Agency Professionals 

Why we share pupil information 

We do not share information about our pupils with anyone without consent unless the 
law and our policies allow us to do so. 

We share pupils’ data with the Department for Education (DfE) on a statutory basis. This data 

sharing underpins school funding and educational attainment policy and monitoring. 

We are required to share information about our pupils with our local authority (LA) and the 

Department for Education (DfE) under section 3 of The Education (Information About Individual 

Pupils) (England) Regulations 2013. 

Data collection requirements: 

To find out more about the data collection requirements placed on us by the Department for 

Education (for example; via the school census) go to https://www.gov.uk/education/data-

collection-and-censuses-for-schools. 

Youth support services (Pupils aged 13+ ) 

Once our pupils reach the age of 13, we also pass pupil information to our local authority and / 

or provider of youth support services as they have responsibilities in relation to the education or 

training of 13-19 year olds under section 507B of the Education Act 1996.  

This enables them to provide services as follows: 
 

 youth support services 

 careers advisers 

https://www.gov.uk/education/data-collection-and-censuses-for-schools
https://www.gov.uk/education/data-collection-and-censuses-for-schools
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A parent or guardian can request that only their child’s name, address and date of birth is 

passed to their local authority or provider of youth support services by informing us. This right is 

transferred to the child / pupil once he/she reaches the age 16.  

The National Pupil Database (NPD) 

The NPD is owned and managed by the Department for Education and contains information 

about pupils in schools in England. It provides invaluable evidence on educational performance 

to inform independent research, as well as studies commissioned by the Department. It is held 

in electronic format for statistical purposes. This information is securely collected from a range 

of sources including schools, local authorities and awarding bodies.  

We are required by law, to provide information about our pupils to the DfE as part of statutory 

data collections such as the school census and early years’ census. Some of this information is 

then stored in the NPD. The law that allows this is the Education (Information About Individual 

Pupils) (England) Regulations 2013. 

To find out more about the NPD, go to https://www.gov.uk/government/publications/national-

pupil-database-user-guide-and-supporting-information. 

The department may share information about our pupils from the NPD with third parties who 

promote the education or well-being of children in England by: 

conducting research or analysis 

producing statistics 

providing information, advice, or guidance 

The Department has robust processes in place to ensure the confidentiality of our data is 

maintained and there are stringent controls in place regarding access and use of the data. 

Decisions on whether DfE releases data to third parties are subject to a strict approval process 

and based on a detailed assessment of: 

who is requesting the data 

the purpose for which it is required 

the level and sensitivity of data requested: and  

the arrangements in place to store and handle the data  

To be granted access to pupil information, organisations must comply with strict terms and 

conditions covering the confidentiality and handling of the data, security arrangements and 

retention and use of the data. 

For more information about the department’s data sharing process, please visit: 

https://www.gov.uk/data-protection-how-we-collect-and-share-research-data  

For information about which organisations the department has provided pupil information, (and 

for which project), please visit the following website: 

https://www.gov.uk/government/publications/national-pupil-database-requests-received 

To contact DfE: https://www.gov.uk/contact-dfe 

Requesting access to your personal data 

Under data protection legislation, parents and pupils have the right to request access to 

information about them that we hold. To make a request for your personal information, or be 

given access to your child’s educational record, please contact us using the information at the 

bottom of this notice. 

You also have the right to: 

https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information
https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
https://www.gov.uk/government/publications/national-pupil-database-requests-received
https://www.gov.uk/contact-dfe
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 object to processing of personal data that is likely to cause, or is causing, damage or 

distress 

 prevent processing for the purpose of direct marketing 

 object to decisions being taken by automated means 

 in certain circumstances, have inaccurate personal data rectified, blocked, erased or 

destroyed; and 

 claim compensation for damages caused by a breach of the Data Protection regulations  

If you have a concern about the way we are collecting or using your personal data, we request 

that you raise your concern with us in the first instance. Alternatively, you can contact the 

Information Commissioner’s Office at https://ico.org.uk/concerns/ 

Contact 

If you would like to discuss anything in this privacy notice or request access to data, please 

contact Data Protection Officer, Humphry Davy School, Coombe Rd, Penzance.  TR18 2TG.  

Email DPO@humphry-davy.cornwall.sch.uk or Telephone 01736 363 559. 

  

https://ico.org.uk/concerns/
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Appendix 3 

Data Processing Contract 

This Agreement dated _________________ is between: 
(1) Humphry Davy School of Coombe Road, Penzance, Cornwall, TR18 2TG, UK (‘the Data 
Controller’) and 
(2) ________________ of ___________________ (‘the Data Processor’) 
 
Whereas: 
(I) This Agreement is supplemental to any other separate Agreement entered into between the 
parties and introduces further contractual provisions to ensure the protection and security of data 
passed from the Data Controller to the Data Processor for processing. 
 
(II) The Data Protection Act 2018 places certain obligations upon a Data Controller to ensure that 
any Data Processor it engages provides sufficient guarantees to ensure that the processing of the 
data carried out on its behalf is secure. 
 
(III) This Agreement exists to ensure that there are sufficient security guarantees in place and that 
the processing complies with the General Data Protection Regulation and the Data Protection Act 
2018. 
 
‘Data’ shall mean information which: 
(a) is being processed by means of equipment operating automatically in response to instructions 
given for that purpose, 

(b) is recorded with the intention that it should be processed by means of such equipment, 

(c) is recorded as part of a relevant filing system or with the intention that it should form part of a 
relevant filing system,  

(d) does not fall within paragraph (a), (b) or (c) but forms part of an accessible record, or 

(e) is recorded information held by a public authority and does not fall within any of paragraphs 
(a) to (d). 

‘Processing’ shall mean any operation or set of operations which is/are performed upon personal 
data (whether or not by automatic means), including collection, recording, organisation, storage, 
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or 
otherwise making available, alignment or combination, blocking, erasure or destruction. Such 
processing may be wholly or partly by automatic means or processing otherwise than by automatic 
means of personal data which forms part of a filing system or one intended to form part of a filing 
system. A filing system shall mean any structured set of personal data which is accessible according 
to specific criteria, whether centralised, decentralised or dispersed on a functional or geographic 
basis. 
 
1.0 Application 
Subject to Clause 5(b) this Agreement shall apply to all data sent from the date of this 
Agreement by the Data Controller to the Data Processor until either party gives 1 month’s written 
notice of termination. 
 
2.0 Processing of Data 
The Data Processor shall process the data it receives from the Data Controller solely for  
 "Insert purpose"  and for no other purpose except with the express written consent of the Data 
Controller. Harvesting contact information from our MIS data for staff, students and parents (or any 
other contact) for sales, marketing, publicity or for any other purpose other than the primary 
purpose, is strictly prohibited. 
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The type(s) of personal data being processed includes: "Insert data being processed"  
 
The categories of personal data being processed includes: "Insert categories of data"  
 
3.0 Security and Confidentiality of Data 
3.1 The Data Processor shall use its best endeavours to safeguard the data from unauthorised or 
unlawful processing or accidental loss, destruction or damage and acknowledges that it has 
implemented the technical and organisational measures specified in Schedule A to prevent 
unauthorised or unlawful processing or accidental loss or destruction of the data. 
 
3.2 The Data Processor shall ensure that each of its employees, agents or subcontractors are made 
aware of its obligations with regard to the security and protection of the data, and shall require 
that they enter into binding obligations with the Data Processor in order to maintain the levels of 
security and protection provided for in this Agreement. 
 
3.3 The Data Processor shall not divulge the data, whether directly or indirectly, to any person, firm 
or company without the express consent of the Data Controller except to those of its employees, 
agents and subcontractors who are engaged in the processing of the data and are subject to the 
binding obligations referred to in Clause 3(b). 
 
3.4 The Data Processor shall ensure by written contract that any agent or subcontractor employed 
by the Data Processor to process data to which this Agreement relates also provides the Data 
Processor with a plan of the technical and organisational means it has adopted to prevent 
unauthorised or unlawful processing or accidental loss or destruction of the data, and confirms to 
the Data Processor the implementation of those means. 
 
3.5 The Data Processor shall not engage another processor without prior written authorisation from 
the Data Controller. 
 
3.6 The Data Processor will assist the Data Controller in conducting impact assessments where 
relevant. 
 
3.7 The Data Processor will supply information to the Data Controller to demonstrate compliance 
with the obligations set out within this contract. The Data Processor will also allow the Data 
Controller, or a third party instructed by the Data Controller, to conduct audits and inspections to 
gauge compliance with this contract. 
 
4.0 Liability 
The Data Processor is liable to the Data Controller for any loss or damage of whatsoever nature 
suffered or incurred by the Data Controller or for any liability of the Data Controller to any other 
person for any loss or damage of whatsoever nature suffered or incurred by that person.  
 
5.0 Termination 
5.1 Subject to Clause 5(b) either party may terminate this Agreement upon giving 1 month’s prior 
written notice to the other. Upon receipt of written notice from the Data Controller or upon giving 
written notice of termination to the Data Controller, the Data Processor shall securely delete or 
return any data received from the Data Controller to the Data Controller forthwith (unless the law 
states that the information must be kept). 
 
5.2 The provisions of Clause 3 shall survive the termination of this Agreement and shall continue in 
full force and effect until all data are returned to the Data Controller. 
 
 
6.0 Assignment 
This Agreement shall not be transferred or assigned by either party except with the prior written 
consent of the other. 
 
7.0 Breach 
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The Data Processor shall ensure that any breach or suspected breach of security which may involve 
the data provided by the Data Controller must be reported to the Data Controller within 24 hours 
of its discovery, along with direct telephone and email contact details of a nominated liaison who 
will update the Data Controller on the response to the breach. 
 
8.0 Jurisdiction 
This Agreement shall be governed by and construed in accordance with the law of England and 
Wales and the parties shall submit to the exclusive jurisdiction of the courts of England and Wales. 
 
IN WITNESS WHEREOF, each of the parties hereto has caused the Agreement to be executed by 
its duly authorised representative. 
 
Signed for and on behalf of 
Humphry Davy School 
"Name of person signing the Agreement"  
"Position of person signing the Agreement"  
"Date of signature"  
 
Place signature entirely in the below box. Scanned/digital signatures are not permissible. 
 
 
 
 
 
 
 
Signed for and on behalf of 
"insert full name of Data Processor"  
"Name of person signing the Agreement"  
"Position of person signing the Agreement"  
"Date of signature"  
 
Place signature entirely in the below box. Scanned/digital signatures are not permissible.  
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SCHEDULE A (If required to do so) 
Details of organisational and technical measures taken by the Data Processor to keep data secure 
and confidential. 
 
 


